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1.1 REER

A% T113s3 B9 CE BEMFRIMEMBRZ TR R ORI TIFANER, LA BRHEENRR
BONRIETR o

/4,

1.2 EREHE

*& 1-1: SR @R

PR AN BXBHSC 1

T113s3 Linux-5.4 drivers/crypto/sunxi-ce/*

1.3 #HXAR

CE IXzh. NNAEER RERIFA/4ER A S,

1.4 #HXANIE

e API: Application Program Interface B 2FiEO

e SUNXI: #§ Allwinner —&7%! SOC BH4TE A

e SS: Security System, Sunxi SOC FHAARLIER, LIFLMEGHNEREEL
e CE: Crypto Engine, B A5|%, LIFIFR{E SS

e AES: Advanced Encryption Standard, S£&INZE4R

e CRC32: Cyclic redundancy check 32, BRI (32 i)

e DES: Data Encryption Standard, #iEiIIZinE

o 3DES: 3DES &7F DES M—Mu#HE L, EfFA 3 & 64 (IMNBANEIEHIT=/RINE
e ECB: Electronic Code Book mode, HBFEBARIER

e CBC: Cipher Block Chaining mode, NINZRFEET

e CFB: Cipher feedback, ZiKRIRER

e CTR: Counter mode, H#IER
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e CTS: Ciphertext Stealing mode

e OFB: Output feedback, it &IEET

e XTS: XEX-based tweaked-codebook mode with ciphertext stealing

e DH: Diffie-Hellman &%, ZH3—EihiY

e ECC: Elliptic curve cryptography, #E#HZ&INZEE %

e ECDH: EC-based DH, ETH§EiLEHZDIIEIIY

e MD5: Message Digest Algorithm 5, EEHEEAE AR

e SHA: Secure Hash Algorithm, Z£&85I&%

e HMAC: Hash-based Message Authentication Code, EF Hash BEE X553
¢ HMAC-SHA1: SHA1l-based HMAC, EF SHA1 8y HMAC &%

e HMAC-SHA256:. SHA256-based HMAC, EF SHA256 89 HMAC &%
e IDMA: Internal DMA

e RSA: RIAMEBEZX

e TRNG: True Random Number Generator, EREH £k £ 25

e PRNG: Pseudo Random Number Generator, fAREHExA4E2S

WRAFRE © BseEREROERAE. RE—TNF 2
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2.1 CE WEAXH;

FETH T113s3 XEFEANEELE, BEHMEX T113s3 B User Manual B CE &5,

2.2 CE St

CE Izp#%fR Linux M#&HRY crypto &L, ENAEEBHN OpenSSL XSG, RES
I REMSMBARENS S, BIMRARENXRENT:

ApDp Demo
User /space OpenSSL
BEELEN Crypto P &/EDO

CryptofEZL

5S Driver

2-1: Linux CE A R&4EE
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Hrh, [App] BHERAFNNARER; [Crypto 3R] & Linux RZBHRMEZRZERER,; &
BXEBERNFLIENR, EMNTHE:

Demo, &F OpenSSL BIREILED,

OpenSSL, —"EFEBREMLLAFALE, OpenSSL RHEMITHEENE HEAF M.
Crypto FFP#&1EO, W% crypto EZRMAFSHZEOZ9.

SS Driver Bl CE Driver, fi5#&{E CE B33,

W nhoe

BIUEE, MBFPNBREFEEITENE OpenSSL im0 (BESE 4 ZiR) , X App
HRAZRNEHHINEEINGE. BEIEY, #ER OpenSSL AFREEEZEMAZTM Crypto
MEZREE, FE7T OpenSSL HFM—1 51 ZdEMH (af alg M), H1E App FERCE OpenSSL
£/ af alg 512, (FEBEFE1FN Demo) o

2.3 BERECENTR

2.3.1 Device Tree E2& i BH

1£ Device Tree #3%f CE #2817 E, W1F:

cryptoengine: ce@03040000 {

compatible = "allwinner, sunxi-ce";

device name = 'ce";

reg = <0x0 0x03040000 Ox0 Oxab>, /* non-secure space */
<0x0 0x03040800 OxO0 Oxal>; /* secure space */

interrupts-extended = <&plic® 68 IRQ TYPE EDGE RISING>, /*non-secure*/
<&plicO 69 IRQ TYPE EDGE RISING>; /* secure*/

clock-frequency = <400000000>; /* 400MHz */

clocks = <&ccu CLK BUS CE>, <&ccu CLK CE>, <&ccu CLK MBUS CE>,

<&ccu_CLKsPLL PERIPHO 2X>;

clock-names = "bus ce", "ce clk", "mbus ce", "pll periph@ 2x";
resets = <&ccu RST BUS CE>;
status = "okay";
i

Hr:

1. compatible: RIFAEKRIEHE, AFIRKehHIEHFISE,

2. reg: I&FEANMIL,

3. interrupts: && AT,

4. clock-frequency: & & HIBY #HIAE,

5. clocks: &&FERRBTHIR,

WRAFRE © BseEREROERAE. RE—TNF 4
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2.3.2 CE 8 kernel menuconfig BEZE 1% FA

XHEER: WE

7£ longan B® T#1T: ./build.sh menuconfig #HNEEFFR@, HRUT T ERIE

2.3.2.1 linux-5.4 WZNECE

1. Bk, #%4F Cryptographic API iEWUH N T—RERE, SNEFAR:

Linux/arm 5.4.61 Kernel Configuration -

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N= excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
o
[ 1 Optional GKI features
Executable file formats --->
Memory Management options  ---= ®
[*] Networking support ---=
Device Drivers ---=>
File systems --->
Security options --->
-§- Cryptographic API :
Library routd \
“ > < Save = < |Load =

2-2: Cryptographic API E¢&

2. AWM crypto ERMIAFASEO XS, ER TEREE, NEFR:

WA © BSEERERHERAE. RE—TF 5
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Cryptographic API -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N=> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
“{-)
< > /std compression algorithm
#++ Random Number Generation #***
< > Pseudo Random Number Generation for Cryptographic modules
< > NIST SP80O-90A DRBG ----
< > Jitterentropy Non-Deterministic Random Number Generator
<#> lIser-space interface for hash algorithms
<#m lUser-space interface for symmetric key cipher algorithms
<> User-space interface for random number generator algorithms
User-space interface for AEAD cipher algorithms

[*] Hardware crypto devices --->

< Exit > < Help > < Save > < lLoad >

2-3: Cryptographic API Et&

3. £ Hardware crypto devies Hi%$F CE IRXzf, dEFR:

Arrow keys navig s submenus ---> (or empty

submenus ---- otkeys. Pressing <Y=>
includes, < es features. Press <Esc><Esc> to
exit, <?> Legend: [*] built-in [ ]

afeXcel cryptographic engine driver
fo TrustZone CryptoCell family of security pro

< Exit > < Help > < Save > < lLoad >

2-4: Cryptographic API f2&

2.3.2.2 FKHEE

WR KA openssl #1TIEF CE 8 API #O#1TINMAEZE, FERIE CONFIG NET @ THH,
WMEFfR:

WA © BSEERERHERAE. RE—TF 6
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Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus --

Highlighted letters are hotkeys.

ST

Fressing <Y> includes, <N> excludes, <M= modularizes

features. FPress <Esc=<Esc> to exit, <¥> for Help, <=/= for Search. Legend: [*] built-in
[ 1 excluded =M= module = = module capable
oot options ---»
PU Power Management --->
loating polnt emulation ---=
serspace bimary formats ---=
owar management options ---=
[./] Networking support ---
evice Drivers ---»
irnware Drivers ---»
1le systems --->
ernel hacking «--»
ecurity options «-->
-*%. Cryptographic API  --->
ibrary routines ---=
[ 1 virtualization ----
< Exit > < Help > < Save > < Load >

2-5: NET ECE &I

2.4 RS 4E

2.4.1 linux-5.44F1 8451

CE IRepfIRAISAITF RIZTE drivers/crypto/sunxi-ce BRT:

drivers/crypto/sunxi-ce/

— drivers
— crypto
— sunxi-ce

— Kconfig
— Makefile
F— sunxi_ce.¢ // SunxiFaAMSSE M. LEHIZHLIM

sunxi ce.h // ASunxiFEMISSIENENX T —LEHANE. HiELEH
sunxi_ce_proc_comm.c // EhRACEIZHIZZHAMNEELIEDE
sunxi_ce proc.h // BFMEEZEOSRRA

v3

— sunxi_ce proc.c // V3KRZNCESHISSMIE AR ETTZ

F— sunxi_ce reg.c // V3hRZASCESHISSMEZE8HEO1SCH

L— sunxi_ce reg.h // V3KRZSCEZHISSMZ 178812 O

|
|
|
|
|
| —
| —
| —
I —
|

|

@i Makefile &% CE BUJRIB4RI%E, linux-5.4/drivers/crypto/sunxi-ce/Makefile AAIT

0bj-$(CONFIG CRYPTO DEV SUNXI) += sunxi-ce.o

sunxi-ce-$(CONFIG CRYPTO DEV SUNXI) += sunxi_ce.o sunxi_ce proc_comm.o
#ss-y += ss_kernel test.o

ifdef CONFIG ARCH SUN20IW1
SUNXI _CE VER = v3
endif

IR © HiB2EREROBIRAR. RE—INF
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sunxi-ce-y += $(SUNXI_CE VER)/sunxi ce reg.o $(SUNXI CE VER)/sunxi ce proc.o
ccflags-y += -I$(srctree)/drivers/crypto/sunxi-ce/$(SUNXI CE VER)

#ccflags-y += -DDEBUG

\.\"‘Nea
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R CE IR RIS, S34MEO, FPRF Linux RAZEER.
3.1 BEAFMEO
IT#O#E Linux RZH crypto B9tnERO, FESMREEEM. T,

3.1.1 crypto register alg()

3.1.1.1 R#HFE

(int crypto_register alg(struct crypto_alg *alg) )

3.1.1.2 Ihgehaik

[ crypto EZEM—FINET %o

3.1.1.3 iE[EE

R[E 0 TR, REIEMERTKK,.

3.1.1.4 S

alg, BIEM—LHR, BREER.

IR © HiB2EREROBIRAR. RE—INF 9
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3.1.2 crypto unregister alg()

3.1.2.1 RHFE

[int crypto unregister alg(struct crypto alg *alg)

3.1.2.2 IpREisR

M crypto HEZFHE—MINEZE X,

3.1.2.3 iE[EE

&[E] 0 RTRAH, REIEMERTKK.

3.1.2.4 S¥iieA

alg, BEMN—E#A. BBEER, HHR, %19 crypto_alg FIE X:

struct crypto alg 4
struct list head cra list;
struct list/head cra users;

u32 cra_flags;

unsigned int cra blocksize;
unsigned int cra ctxsize;
unsigned int cra alignmask;

int cra_priority;
atomic t cra_ refent;

char cra_name[CRYPTO MAX ALG_NAME];
char cra_driver_name[CRYPTO MAX ALG_NAME];

const struct crypto type *cra type;

union {
struct ablkcipher alg ablkcipher;
struct aead alg aead;
struct blkcipher alg blkcipher;
struct cipher _alg cipher;
struct compress _alg compress;
struct rng alg rng;

} cra u;

int (*cra init)(struct crypto tfm *tfm);
void (*cra exit)(struct crypto tfm *tfm);
void (*cra_destroy)(struct crypto_alg *alg);

IR © HiB2EREROBIRAR. RE—INF
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struct module *cra module;

};

3.1.3

crypto register ahash()

3.1.3.1 R#HFRE

[int crypto register ahash(struct ahash alg *alg)

3.1.3.2 IpgesEid

[ crypto #EZEM—MFF Hash XHZE,

3.1.3.3 iE[EE

&[] 0 RRAH, REIEMERTKK.

3.1.3.4 St

alg, BZN—EHA. EKEER, BF, 415 ahash_alg BIENX:

int
int
int
int
int
int
int
int

struct ahash_alg {

(*init) (struct ahash request *req);

(*update)(struct ahash request *req);

(*final)(struct ahash reguest *req);

(*finup) (structyahash’request *req);

(*digest) (struct ahash request *req);

(*export) (struct ahash request *req, void *out);

(*import) (struct ahash request *req, const void *in);

(*setkey) (struct crypto ahash *tfm, const u8 *key,
unsigned int keylen);

struct hash _alg common halg;

IR © HiB2EREROBIRAR. RE—INF
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3.1.4 crypto unregister ahash()

3.1.4.1 RHFE

[int crypto unregister ahash(struct ahash alg *alg) ]

3.1.4.2 IpeEidR

M crypto #EFHE—MFF Hash EHX,

3.1.4.3 iE[EE

&[E] 0 RTRAH, REIEMERTKK.

3.1.4.4 S¥iiA

alg, BEN—E#A. BBEER, HF, 419 ahash_alg BIEX:

struct ahash alg {
int (*init) (struct ahash request *req);
int (*update)(struct ahash request *req);
int (*fipal)(struct ahash<request *req);
int (*finup)(struct ahash request *req);
int (*digest) (struct ahash request *req);
int (*export) (struct ahash request/*req, void *out);
int (*import) (struct ahash request *req, const void *in);
int (*setkey)(struct crypto ahash *tfm, const u8 *key,
unsigned int keylen);

struct hash _alg common halg;

3.2 BiEAEEO

X245 AES 2. Hash 6. RNG EER/LHEZNZOSEREIZO, #=E SS WKaRERRTEE
O, efl@dizs DMA. SS Zhlg Tl —Rizs,

IR © HiB2EREROBIRAR. RE—INF 12
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3.2.1 ss aes start()

3.2.1.1 RHFE

((static

int ss aes start(ss aes ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.1.2 IpeEidR

HIT—R AES EXEZENIEHE,

3.2.1.3 iE[ElH

0, mh; HftfE, KK

3.2.1.4 S¥iieA

1. ctx, AES EEZEH EFX
2. req ctx, —R AES EEXIBERN ETX
3. len, ENENEIEKE

Hr, ss aes ctx t WENXIATF

/* The

#ifdef
u8
u8

#else
u8
u8

#endif

#ifdef
u8

#endif

common (context of AES and HASH */

typedef struct {
u32 flow;
u32 flags;

} ss_comm ctx t;

typedef struct {
SS_

comm _ctx t comm; /* must be in the front. */

SS_RSA_ENABLE
key[SS RSA MAX SIZE];
iv[SS RSA MAX SIZE];

key[AES MAX_KEY SIZE];
iV[AES MAX KEY SIZE];

SS SCATTER ENABLE
next iv[AES MAX KEY SIZE]; /* saved the next IV/Counter in continue mode */

int key size;

int iv size;

int cnt; /* in Byte */
} ss aes ctx t;

IR © HiB2EREROBIRAR. RE—INF
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%%

z22

=

ss aes req ctx t ENXIT (FEXH sunxi ss.h)

typedef struct {
u32 flow;
u32 flags;

} ss_comm_ctx t;

typedef struct {

#ifdef SS_RSA ENABLE

#else

#endif
#ifdef SS SCATTER ENABLE

#endif
int key size;
int iv size;

} ss aes ctx t;

/* The common context of AES and HASH */

ss_comm_ctx_t comm; /* must be in the front. */
u8 key[SS RSA MAX SIZE];

u8 iv[SS RSA MAX SIZE];

u8 key[AES_MAX_KEY_SIZE];

u8 iv[AES MAX KEY SIZE];

u8 next iv[AES MAX KEY SIZE]; /* saved the next IV/Counter in continue mode */

int cnt; /* in Byte */

3.2.2 ss hash start

3.2.2.1 EHKEE

[static int ss [hash start(ss hash ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.2.2 IhprEisR

1T —R HASH EEZERIEHE,

3.2.2.3 iE[E{E

R[E 0 JRAE, REIEMERTEK,.

3.2.2.4 S¥iRA

1. ctx, Hash #2EZENLETX
2. req ctx, —R AES B XERNETX

3. len, BEHHENHIEKE

IR © HiB2EREROBIRAR. RE—INF
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Hrh, ss hash ctx t WEXITF

typedef struct {
ss_comm _ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS _HASH PAD SIZE];

int md size;

int cnt; /* in Byte */
} ss _hash ctx t;

3.2.3 ss rng start()

3.2.3.1 HHFRE

[static int ss _rng start(ss aes ctx t *ctx, u8 *rdata, unsigned int dlen)

3.2.3.2 Ihaesaid

HIT—R RNG XEENIEE,

3.2.3.3 E[O{&E

REMEART 0, SKERREEIMENSIKE; HEftE, KK

3.2.3.4 &IA

1. ctx, RNG % (# AES EHAR—MER) BENLETX
2. rdata, AT REFREHFEL
3. dlen, EERHBENBKE (FTHEA)

Hrh, ss hash ctx t WEXITF

typedef struct {
ss_comm ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS _HASH PAD SIZE];

int md size;

int cnt; /* in Byte */
} ss hash ctx t;

WRAFRE © BseEREROERAE. RE—TNF
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OpenSSL RO ER, ATUEEMPHRIINNANEZEZEO, XL demo ZFER OpenSSL
BIJLF R A, demo JEXHRERTE OpenSSL 1, HIFMIZITHHRE OpenSSL HIohEEZHF,

4.1 openssl RS E

openssl IS EHBE L £1F gerrit L,

git clone ssh://yourname@gerrit..com:29418/longan/platfrom/framework/openssl/

openssl-1.0.0

4.2 openssl WEE S5%miF

RN ARBXAEN CE #1717 %, WHEEFIA openssl trERNEO, 4 8EEA CE Kz,

4.2.1 openssl W&

openssl MERIEE, ELERT—EAMEREZNEMTEESNOECE, HBEM longan NEEEX
HHEE—RK T, EItRFEERE longan FHITECERIF,

$cd longan
$./build.sh config

4.2.2 openssl BI4RiF i AE

openssl MERILE, BLHM longan B9 liunx MEFTEMBEE—ET, EibY longan BB
FlE, #HITWTRIFE

$cd openssl-1.0.0
$make clean
$make

IR © HiB2EREROBIRAR. RE—INF 16
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4.2.3 openssl FIEXHEIE R

MENAREA openssl #1TH %, WEEE S openssl WEXG#HITH A, openssl BHEXHEHH

R, BT

$cd openssl-1.0.0
$make install

PITHINfE, &7E openssl-1.0.0/out BR FER U T X4:

openssl-1.0.0/out
L— usr

L— sst
F— bin // OpenSSLEJHITS
— certs // BREIAT, SFEREEILES
— include // OpenSSLESEOSLH

F— misc // EfttTAls
— openssl.cnf // OpenSSLEYEEE X+
L— private // B#ih=E

— lib // OpenSSLE=REIMEISE, cd BiEFiEengine
— man // EBEIFM (mandiLFEHRE)

N ARTEHITH A, FEiHE lib BRT 3 MahSEXH:

— libcrypto.s0.1.0.0
— libssl.s0.1.0.0
— libaf_alg.so

4.3 openssl demo AIHER

4.3.1 f£F af alg 51%

EANEER af alg 51%, FEAEVEL OpenSSL B ERNBIIEEME 5%,

ENGINE *openssl engine init(char *type)
{

ENGINE *e = NULL;

const char *name = "af alg";

OpenSSL_add_all algorithms();
ENGINE load builtin engines();

e = ENGINE by id(name);

if (le) {
DBG("find engine %s error\n", name);
return NULL;

)

ENGINE ctrl cmd string(e, "DIGESTS", type, 0);
return e;

}

void openssl engine free(ENGINE *e)

IR © HiB2EREROBIRAR. RE—INF
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{
if (e != NULL)
ENGINE free(e);
ENGINE cleanup();
EVP_cleanup();
}

4.3.2 MD5 demo

FAH) demo XHiEEE openssl-1.0.0/ss test/BFETo

void print md(unsigned char *md, int len)

{
int i;
for (i=0; i<len; i++)
printf("%02x", md[i]);
printf("\n");
}

int main(int argc, char *argv[])

int ret = 0;

FILE *in = NULL;

ENGINE *e = NULL;

EVP_MD CTX ctx = {0F;

const EVP_MD *e_md = NULL;

unsigned int md size = 0;

unsigned char md[MD5 DIGEST LENGTH] =|{0};

if (argc !'= PT NUM) {
usage();
return -1;

}

in = fopen(argv[PT_IN FILE], "rb");

if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT IN FILE]);
return -1;

e = openssl engine init("md5");
if (e == NULL) {

ret = -1;

goto error;

e md = ENGINE get digest(e, NID md5);

if (e_md == NULL) {
DBG("ENGINE get digest() failed! \n");
ret = -1;
goto error;

EVP DigestInit(&ctx, e md);
for (;;) {

IR © HiB2EREROBIRAR. RE—INF
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}

error:

ret = fread(g_buf, 1, SS_TEST BUF SIZE, in);

if (ret <= 0) {
if (ret < 0)

DBG("read(%d) return %d. \n", SS TEST BUF_SIZE,

break;

EVP DigestUpdate(&ctx, g buf,

if (in != NULL)

fclose(in);

EVP DigestFinal(&ctx, md, &md size);

printf("MD5(%s)= ", argv[PT _IN FILE]);
print_md(md, MD5 DIGEST LENGTH);

EVP_MD CTX cleanup(&ctx);
openssl engine free(e);
return ret;

(unsigned long)ret);

ret);

4.3.3 AES demo

F4H demo XHiEEE openssl=1.0.0/ss test/BHFE o

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

{
int
int
int

CE_KS_INPUT
CE_KS_SSK
CE_KS_HUK

CE_KS RSSK

CE_KS /INTERNAL 0
CE_KS_ INTERNAL 1
CE_KS INTERNAL 2
CE_KS INTERNAL 3
CE_KS INTERNAL 4
CE_KS INTERNAL 5
CE_KS_INTERNAL 6
CE_KS_INTERNAL 7

"default!
"KEY\SEL | SSK"
"KEY SEL HUK"
"KEY_ SEL RSSK"
"KEY SEL INTRA 0"
"KEY SEL INTRA 1"
"KEY SEL INTRA 2"
"KEY SEL ANTRA 3"
"KEY SEL INTRA 4"
"KEYSSEL _INTRA 5"
"KEY SEL INTRA 6"
"KEY SEL INTRA 7"

unsigned char g inbuf[SS TEST BUF SIZE] = {0};
unsigned char g outbuf[SS TEST BUF SIZE] = {0};
unsigned char g _key[AES KEY SIZE 256] = {

OxFF, OxEE, 0xDD, 0xCC, 0xBB,
0x77, 0x66, Ox55, 0x44, 0x33,
0x00, 0x11, 0x22, 0x33, 0x44,
0x88, 0x99, OxAA, 0xBB, 0xCC,

const unsigned char g iv[AES BLOCK SIZE] = {

0x00, Ox11, 0x22, 0x33, 0x44,
0x88, 0x99, OxAA, 0xBB, 0xCC,

ret = 0;
enc = 0;
inl = 0;

int main(int argc, char *argv[])

OxAA,
0x22,
0x55,
0xDD,

0x55,
oxDD,

0x99,
0x11,
0x66,
OXEE,

0x66,
OXEE,

/* The identification string to indicate¢the key source. */

0x88,
0x00,
0x77,
OxFF};

0x77,
OxFF};
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int outl = 0;
FILE *in = NULL;
FILE *out = NULL;
ENGINE *e = NULL;
EVP_CIPHER CTX ctx = {0};
const EVP CIPHER *e cipher = NULL;
if (argc != PT_NUM) {
usage();
return -1;
}
in = fopen(argv[PT _IN FILE], "rb");
if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT IN FILE]);
return -1;
}
out = fopen(argv[PT OUT FILE], "wb");
if (out == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT OUT FILE]);
ret = -1;
goto error;
}
if (strncmp(argv[PT _ENC DIR], "enc", 3) == 0)
enc = 1;
e = openssl _engine init();
if (e == NULL) {
ret = -1;
goto error;
}
e cipher = ENGINE get cipher(e, NID aes_128 cbc);
if (e _cipher == NULL) {
ret = /1;
goto error;
}
EVP_CipherInit(&ctx, e cipher, g Key, g iv, enc);
for (;;) {
inl = fread(g inbuf, 1, SS TEST BUF SIZE, in);
if (inl <=0)
if (inl < 0)
DBG("read(%d) return %d. \n", SS TEST BUF SIZE, inl);
break;
}
if (inl > 0) {
EVP_CipherUpdate(&ctx, g outbuf, &outl, g inbuf, inl);
DBG("Update: inl %d, outl %d \n", inl, outl);
fwrite(g outbuf, 1, outl, out);
}
}
EVP CipherFinal(&ctx, g outbuf, &outl);
DBG("Update: outl %d \n", outl);
if (outl > 0)
fwrite(g outbuf, 1, outl, out);
error:
if (in != NULL)
WRiFE © HELERRRHDBIRATE, RE—IF 20
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fclose(in);
if (out '= NULL)
fclose(out);
EVP_CIPHER CTX cleanup(&ctx);
openssl engine free(e);
return ret;
b
4.3.4 HMAC-SHA1 demo
F4IHY demo XHi5EEE openssl-1.0.0/ss_test/BERETo
struct af alg digest data
{
char key[SHA CBLOCK];
int keylen;
T
static struct test st {
char key[128];
int key len;
char data[128];
int data len;
unsigned char *digest;
} test[] = {
{4 °%
0,
"More text( test vectors to stuff up EBCDIC machines :-)",
54,
(unsigned char *)"b760e92d6662d351eb3801057695ac0346295356",
}.{ "Jefe",
4,
"what do ya want for nothing?",
28,
(unsigned char *)"effcdf6ae5eb2fa2d27416d5f184df9c259a7c¢79",
A
{0xaa, 0xaa,0xaa,0xaa,0xaa, 0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,},
16,
{0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0Oxdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd},
50,
(unsigned char *)"d730594d167e35d5956fd8003d0db3d3f46dc7bb",
oA
{0xaa, 0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,O0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa},
20,
{0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd, Oxdd, Oxdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
MRFE © HELERERNBRAT, RE—INF 21
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0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, Oxdd, 0xdd, 6xdd, 0xdd, Oxdd, Oxdd, 6xdd},

56,

(unsigned char *)"09al13335188749ec35ce0dd46185eb6c65719cf2",

oA

{0x01,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x02,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x03,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x04,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x05,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x06,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x07,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x08,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x09},

65,

{0xd1,0xdd, 0xdd,Oxdd,0xdd, 0xdd, Oxdd, Oxdd,
0xd2,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd3,0xdd, 0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd,
0xd4,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd5, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd, Oxdd, 0xdd,
0xd6,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd7,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd8,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd9, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd, Oxdd, 0xdd,
Oxda, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd, Oxdd},

80,

(unsigned char *)"5422e0af0382e038412500f0527d92b7bd3d67c8",

I
1

static unsigned char md[SHA DIGEST LENGTH];

static char *pt(unsigned char *md)
{

int i;

static char buf[80] = {0};

for (i=0; i<SHA DIGEST LENGTH; di++)
sprintf (&(buf[i*2]),"%02x",md[i]);
return(buf);

int check key(char *dst, char *src, int len)

memset(dst, 0, SHA CBLOCK);

if (len <= SHA CBLOCK) {
memcpy(dst, src, len);
return len;

/* Get the hash value of src. */
EVP Digest(src, len, (unsigned char *)dst, NULL, EVP shal(), NULL);
return SHA DIGEST LENGTH;

int main(int argc, char *argv[])

int ret = 0;
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unsigned int i = 0;
char *p = NULL;

ENGINE *e = NULL;

EVP_MD CTX ctx = {0};

const EVP_ MD *e md = NULL;

struct af _alg digest data *ddata = NULL;

if (argc == 2)

i = atoi(argv[1]);
if (i > 4)

i=4;

e = openssl _engine init("hmac-shal");
if (e == NULL) {

ret = -1;

goto error;

e md = ENGINE get digest(e, NID hmac_shal);
if (e_md == NULL) {
DBG("ENGINE get digest() failed! \n");
ret = -1;
goto error;

EVP DigestInit(&ctx, e md);

ddata = (struct af alg digest data *)ctx.md data;
ddata->keylen = check key(ddata->key, test[il].key, test[i].key len);

EVP _DigestUpdate(&ctx, test[i].data, (unsigned long)test[i].data len);
EVP DigestFinal(&ctx, md, NULL);

p = pt(md);

if (strcmp(p, (char *)test[i].digest) != 0) {
printf("HMAC-SHA1l test %d failed!'\n", 1i);
printf("\tActual: %s \n\tExpect: %s\n", p, test[i].digest);
ret =11;

}

else
printf ("HMAC-SHALl test %d ok\n",i);

EVP_MD CTX cleanup(&ctx);
error:
return ret;

4.3.5 DH demo

void rand seed update(void)
{
static int pos = 0;
char rnd seed[] = "string to make the random number generator think it has entropy";

RAND seed(&rnd seed[pos], sizeof rnd seed);
pos += 8;
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{

if (pos >= strlen(rnd seed))
pos = 0;

int main(int argc, char *argv[])

DH *a;

DH *b=NULL;

char buf[12];

unsigned char *abuf=NULL,*bbuf=NULL;
int i,alen,blen,aout,bout, ret=-1;
BIO *out = NULL;

BIO *in = NULL;

ENGINE *e = NULL;

if (argc !'=2) {
printf("You should input as follow: \n");
printf("\t %s [param file]\n", argv[0]);
return -1;

e = openssl engine init();
if (e == NULL)
goto err;

CRYPTO _malloc debug init();
CRYPTO_dbg_set_options(V_CRYPTO MDEBUG ALL);
CRYPTO_mem_ctrl(CRYPTO_MEM.CHECK ON);

out=BI0 new(BIO s file());
if (out == NULL) EXIT(1);
BIO set fp(out,stdout,BIO0 NOCLOSE);

/* Load DH/parameters from<a given file. */

in = BIO new(BIO s file());

if (BIO read filename(in, argv[1l]) <= 0) {
printf("Failed to open %s \n"j argv[l]);
goto err;

a = PEM read bio DHparams(in, NULL, NULL, NULL);
if (a == NULL) {
printf("unable to load DH parameters\n");
goto err;

BIO puts(out,"\np: \n");
BN print(out,a->p);

BIO puts(out,"\ng: \n");
BN print(out,a->g);

BIO puts(out,"\n\n");

b = DH new();
if (b == NULL) goto err;

b->p = BN_dup(a->p);
b->g = BN_dup(a->g);
if ((b->p == NULL) || (b->g == NULL)) goto err;
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/* Set a to run with normal modexp and b to use constant time */
a->flags &= ~DH FLAG NO EXP CONSTTIME;
b->flags |= DH FLAG NO EXP CONSTTIME;

/* 1.1 a->pub key = (g ~ a->pri key) mod p */
rand_seed update();

if (!DH generate key(a)) goto err;

BIO puts(out,"pri 1: \n");

BN print(out,a->priv_key);

BIO puts(out,"\npub 1: \n");

BN print(out,a->pub key);

BIO puts(out,"\n");

/* 1.2 b->pub_key = (g "~ b->pri_key) mod p */
rand_seed update();

if (!DH generate key(b)) goto err;

BIO puts(out,"pri 2: \n");

BN print(out,b->priv_key);

BIO puts(out,"\npub 2: \n");

BN print(out,b->pub key);

BIO puts(out,"\n");

/* 2.1 keyl = (b->pub_key ”~ a->pri key) mod p */
alen=DH size(a);

abuf=(unsigned char *)OPENSSL malloc(alen);
aout=DH compute key(abuf,b->pub key,a);

BIO puts(out,"keyl : \n");
for (i=0; i<aout; i+#)
{
sprintf(buf, "%02X",abuf[i]);
BIO puts (out,buf);
}
BIO puts(out,"\n");

/* 2.2 key2 = (a->pub_key ~ b->pri key) mod p */
blen=DH_size(b);

bbuf=(unsigned char *)OPENSSL malloc(blen);
bout=DH compute key(bbuf,a->pubskey,b);

BIO puts(out, "key2mis\n');

for (i=0; i<bout; i++)
{
sprintf(buf, "%02X",bbuf[i]);
BIO puts(out,buf);

}
BIO puts(out,"\n\n");

/* Compare keyl and key2 */
if ((aout < 4) || (bout !'= aout) || (memcmp(abuf,bbuf,aout) != 0))
{
fprintf(stderr,"Error in DH routines\n");
ret=1;
}
else
ret=0;

DBG("keyl len = %d, key2 len = %d. [%s]\n", alen, blen, ret==1 ? "fail"

"0K") ;
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err:

if
if
if
if
if
if
#ifdef
if
#endif

ERR print errors fp(stderr);

(abuf != NULL) OPENSSL free(abuf);
(bbuf = NULL) OPENSSL free(bbuf);
(b !'= NULL) DH free(b);

(a != NULL) DH free(a);

(in !'= NULL) BIO free(in);

(out != NULL) BIO free(out);
OPENSSL_SYS NETWARE

(ret) printf("ERROR: %d\n", ret);

openssl _engine free(e);
EXIT(ret);
return(ret);
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A CE HMiEOB&LFMEIAZE crypto BHEZRZH, FLMNREZEBHERZSHIER CE 1%
O, REZEFARZ crypto BIEOENA],

5.1 hash O

HTFEZEXRS, XEMA——5ET, XEL hash EEAH, BXEEF include/cryp-
to/hash.h , XEEX S hash #OEX, MEEHEHEXHER:

/x*
* crypto_ahash init() - (re)initialize message digest handle
* @req: ahash request handle that already is initialized withs@ll necessary
* data using the ahash request * API functions
*
* The call (re-)initializes the message digest referenced by the ahash request
* handle. Any potentialdy existing state created by previous operations is
* discarded.
*
* Return: 0 if the message digest initialization was successful; < 0 if an
o error occurred
*/
static inline [int crypto ahash init(struct ahash request *req)
{
struct crypto ahash *tfm = crypto ahash reqtfm(req);
if (crypto'ahash get flags(tfm) & CRYPTO TFM NEED KEY)
return -ENOKEY;
return tfm->init(req);
}
/x*
* crypto _ahash update() - add data to message digest for processing
* @req: ahash request handle that was previously initialized with the
*  crypto_ahash init call.
*
* Updates the message digest state of the &ahash request handle. The input data
* is pointed to by the scatter/gather list registered in the &ahash request
* handle
*
* Return: 0 if the message digest update was successful; < 0 if an error
& occurred
*/
static inline int crypto ahash update(struct ahash request *req)
{
return crypto _ahash _reqtfm(req)->update(req);
}
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